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HUMANITAS OVERARCHING INFORMATION GOVERNANCE AND 
CYBER SECURITY POLICY 
 
Section 1 Introduction 
 
 
 
1.1 Information Governance is described as the framework for handling 
information in a confidential and secure manner to appropriate ethical and 
clinical standards 
 
As an Any Qualified Provider (AQP) of NHS services, Humanitas Healthcare 
Services (HHS) limited is aware of, and accepts, it’s duties and 
responsibilities to comply  with statutory and regulatory codes of practice that 
constitute good Information Governance (IG) as recommended by the NHS 
Digital Data Security and Protection (DSP)Toolkit    HHS has duly noted the 
potentially serious consequences for patient, staff, and the organisation when 
IG rules and procedures are not followed. 
 
 Compliance enables HHS to:  

 Deliver high quality care 
 Enhance patients’ experience and confidence in services it 

provides 
 Improve the efficient running of corporate and business 

responsibilities 
 
Everyone handling patient information is in a position of public trust and must 
do their best to ensure patients’ expectations are met. HHS is fully aware that, 



 

in particular, patient confidential information needs to be  
 Protected via appropriate security measures 
 Only accessed by those with a right to do so 
 Only disclosed with proper authority which in the majority of 

cases must include patient consent 
 
 
This document which represents HHS overarching Information Governance 
Policy seeks to give formal assurance that HHS will comply with current and 
emerging NHS Digital Information Governance Standards. The document is 
based on extensive study and research of current requirements and guidance 
contained within the NHS Digital  website (https://digital.nhs.uk)It is intended 
to be an iterative document so that subsequent versions will be continually 
monitored and updated to incorporate new and emerging IG requirements as 
they arise 
 
1.2 Aim: 
 The purpose of this framework policy document is to give assurance that 
HHS is able to attain highest performance against the range of key relevant 
requirements in the Information Governance toolkit 
 
1.3 Scope:  
HHS Information Governance framework sets out how HHS handles all 
service organisational information, in particular the personal and sensitive 
information of patients and staff. Fundamentally HHS information governance 
policy framework ensures that personal information is handled legally, 
securely, efficiently and effectively in order to deliver the best possible care 
  
 1.4 HHS Information Governance framework incorporates but is not limited to 
the following elements: 
 

 The Data Protection Act (DPA) 2018 
 
 
Sets out the six data protection principles that HHS, as data Controller, has a 
general duty to follow 

 first data protection principle (requirement 
that processing be lawful and fair); 

 second data protection principle (requirement 
that purposes of processing be specified, explicit and legitimate); 

 third data protection principle (requirement that 
personal data be adequate, relevant and not excessive); 

 fourth data protection principle (requirement 
that personal data be accurate and kept up to date); 

 fifth data protection principle (requirement 
that personal data be kept for no longer than is necessary); 

 sixth data protection principle (requirement that 
personal data be processed in a secure manner 

 
• Caldicott Principles 



 

 
There are 7 Caldicott Principles in regard to confidential health records. These 
underpin the use of personal identifiable health records by stipulating the 
following:  

 
 Justify the purpose(s) of using confidential information 
 Only use it when absolutely necessary 
 Use the minimum that is required 
 Access should be on a strict need-to-know basis 
 Everyone must understand his/her responsibilities 
 Understand and comply with the law 
 The duty to share information can be as important as the duty to 

protect patient confidentiality 
 

HHS’ Caldicott Guardian is the Medical Director whose duty it is to 
safeguard access to Patient Identifiable Data (PID) and Patient 
Confidential Data (PCD) 

 
 
 
 
 
 
 
SECTION 2 Confidentiality 
 
2.1 A Duty of Confidence 
 
A duty of confidence arises when one person discloses information to another 
in circumstances where it is reasonable to expect that the information will not 
be further disclosed 
 
All HHS employees are responsible for maintaining and protecting the 
confidentiality of information relating to patients which they use in their 
day to day roles 
 
It is widely accepted by professional bodies and health organisations that 
information which relates to the health of an individual carries a duty of 
confidentiality. This may include: 

 Information about appointments; times and dates that a patient visited    
a health organisation 

 Information relating to any treatment or diagnosis relating to a patient 
 Information relating to prescriptions the patient has received 
 
 

 2.2   The Common Law Duty of Confidentiality -  A legal precedence built up    
from judgements of previous Court cases (Case Law):  
 
The common law duty of confidence requires that confidential information 
cannot normally be disclosed without the consent of the confider unless there 



 

is a legislative basis for the disclosure, or an overriding public interest in 
disclosure which outweighs the confidentiality owed to a patient and the 
importance placed on the NHS being seen to provide a confidential service. 
 
2.3 The NHS Confidentiality Code of Practice (5)  
The Confidentiality Code of Practice for the use of Personally Identifiable Data 
(PID) and Patient Confidential Data (PCD) will be adhered to at all times.  
 
2.4   Engagement Contract Confidentiality Clause 
for Employees, Sub Contractors and Support Organisations 
 

2.4.1 During the course of this engagement contract the Employee 
(Sub Contractor/Support Organisation) will have access to 
confidential information about the patients, clients, and staff of 
HHS. The Employee (Sub Contractor/Support Organisation) 
will be required to ensure compliance with Information 
Governance requirements as recommended in the 
Information Governance Toolkit of the Health  
and Social Care Information Centre (www.hscic.gov.uk). In 
particular personal data, as defined by the Date Protection 
Act 1998 will be processed in accordance with the 
requirements of the act. 

 
 
 
 

The Employee (Sub Contractor/Support Organisation) will 
ensure that all personal data is kept securely and only used 
for the purposes to which the data subject has consented, nor 
be disclosed to anyone else without the expressed 
permission of the data subject. As HHS handles information 
which is of a personal, sensitive and confidential nature 
confidentiality is of prime importance and any breach of the 
terms of this clause will be regarded as unacceptable and 
may lead to disciplinary measures, bring in question 
professional registration, possibly result in legal proceedings, 
as well as termination of the engagement contract without 
notice. 

 
2.4.2 Both during and after the termination of the engagement 

contract the Employee (Sub Contractor/Support Organisation) 
must keep in strict confidence and will not, other than as 
authorised by HHS, use, disclose, or attempt to disclose to 
any person any confidential information, technical or 
commercial know-how, specifications, processes, products, 
client methods, financial affairs, business or method of 
carrying on business provided that: 

 
2.4.2.1 the Employee (Sub Contractor/Support Organisation) shall 

not be prevented from using any general knowledge, 



 

experience or skills which were in his/her/their possession 
prior to the commencement of this engagement contract. 

 
2.4.2.2 The obligation of confidentiality contained in this clause does 

not apply to any confidential information which:  
(i) Is in the public domain other than by breach by the Employee 

(Sub Contractor/Support Organisation) of this engagement 
contract  

(ii) Is obtained by a third party who is lawfully authorised to 
disclose such information; or  

(iii) Is authorised for release by prior consent of a legitimate party  
(iv) Is needed by the Employee (Sub Contractor/Support 

Organisation) to carry out his/her obligations under this 
engagement contract  

(v) Is required by law, court order, or any governmental or 
regulatory authority 

 
2.4.3 All records in any medium (whether written, computer 

readable or otherwise) including accounts, documents, 
drawings, and other papers including private notes 
concerning HHS and its patients, clients and staff, and all 
copies and extracts of them made or acquired by the 
Employee (Sub Contractor/Support Organisation) in the 
course of the engagement contract are property of HHS and 
the Employee (Sub Contractor/Support Organisation) shall: 

 
 
 
2.4.3.1 Use them only for the purpose of HHS: 

 
2.4.3.2 Keep them on HHS premises and do not remove them 

without the consent of HHS; 
 
 
 
 
 
  

2.4.3.3 Return them to HHS on demand at any time, and without 
demand at the termination of the engagement contract; and 

 
2.4.3.4 Remove them immediately on written demand from HHS from 

any computer or computer readable receiver in the Employee 
(Sub Contractor/Support Organisation) use, ownership or 
control. 

 
 

2.5 Reporting of Information Risks or Breaches 
 

2.5.1 The Employee (Sub Contractor/Support Organisation) is 
required to report to the Medical Director any information risk 



 

or breach incident for appropriate investigation and 
management. Failure to fulfil this requirement will be regarded 
as unacceptable and may lead to disciplinary measures, bring 
in question professional registration, possibly result in legal 
proceedings, as well as termination of the engagement 
contract without notice. 

 
 
 
SECTION 3 Consent: Seeking patients’ consent for the use of PID/PCD 
 
 
HSS staff will make sure patients are informed of the consequences of 
giving or withholding consent, and be aware that patients can withdraw 
consent at any time 

 
3.1 Implied consent; that is, PID used for an individual’s medical treatment is 

assumed 
 
 
3.2. Explicit consent: that is PID used for all other reasons must be 

consented to by the individual beforehand 
• PID must be removed from data unless absolutely necessary 
• PID used must be the minimum required to achieve objectives 
• Only encrypted devices/safe havens faxes and nhs.net emails are to 
be used to transfer PID 
• Patients’ PID must never be discussed in public areas 

 
Competence to consent issues, relating to mental capacity, or children are 
not expected to arise within the range of services  HHS provides but will be 
handled within available guidance and Codes of Practice on a case-by case 
best interest basis 

 
 

 
SECTION 4  Freedom of Information Act (FOIA) 2000 and Environmental 
Information Regulation (EIR) 2004 
 
4.1 These two legislative acts give anyone, anywhere in the world and for any 
reason, the right to ask for information they want from public authorities. The 
acts assume a ‘presumption to disclosure. However in some cases 
exemptions can be applied.  
 
4.2 Whilst HHS is not a public body, for the purposes of good 
information governance, it undertakes to bound itself with the 
undertakings expected of public bodies. 
 
HHS responsibilities will be:  
1.To accept any request for information that is received – the only 
requirement is that the request is in writing – and contains a name and 
contact address (postal or email) 



 

2. To ensure the strict statutory time limits (within 20 working days) for 
responding to requests are adhered to. 
 
If a freedom of information request were received by HHS it would be 
dealt with as soon as possible within the timescales expected of a 
public body and with due explanation of the appropriate exemptions 
where applicable.  

 
 
 

SECTION 5:  The NHS Information Security Management (ISM) Code of 
Practice 
 
5.1 HHS Information Security Management Policy 
 
As a healthcare provider HHS takes very seriously its responsibilities and 
obligations to have in place robust security arrangements for the protection of 
patients’ records and information services generally. 
 
5.2 AIMS 
The aim of the policy is to produce an effective Information Security 
Management System (ISMS) regime that ensures information is properly 
protected (Confidentiality), accurate (Integrity), and reliably available 
(Accessibility) to those who legitimately need it. 

 
5.3 Scope: 
The scope of the ISM policy encompasses the broad field of protective 
management and assurance related to information assets management, 
physical security, and human resource functions particularly related to 
training.  
 
 
5.4 
The policy covers (and redirects to other policies) all aspects of information 
security including (but not limited to) the following information assets: 

o Structured record systems – paper and electronic 
o Receiving, transmitting, and sharing information – fax, email, 

text, post and telephone 
o Information systems purchased and managed by or on behalf of 

HHS 
o All personnel directly employed or otherwise by HHS 

 
 
5.5 ISM is conducted through a regularly repeatable PDCA cycle of PLAN 
(establish ISMS), DO( implement and operate the ISMS), CHECK (monitor 
and review), ACT (maintain and improve the ISMS). 
 
5.6 The realisable benefits to HHS from an effective ISMS policy include: 

 Support day to day business processes that underpin the delivery of 
care 



 

 Meet legal requirements including requests from patients under the     
provisions of the Data Protection Act or the Freedom of Information Act 

 Demonstrate evidence based care 
 Enhance patient care and continuity of care 
 Support sound administrative and managerial decision making 
 Assist clinical and other types of audit 
 Support archive functions by taking account of the historical importance 

of   information 
 
 
 
5.7 Central to the policy are risk assessment processes and the development, 
documentation, and implementation of controls to enable sensible 
management of information risks so as to ensure Confidentiality, Integrity, and  
Availability (CIA)  of information 
 

 
 
 

SECTION 6 Information Risk Assessment (Appendix 1 ) 
 
The basis of information risk assessment is the identification and 
quantification of information security risks in terms of perceived severity of 
impact and the likelihood of occurrence. 
Information risk incidents can include breaches of CIA such as 

• Lost records 
• Misuse 
• Unauthorised access 
• Disclosure 
• Damage 
• Confidential information  left on photocopiers, printers, fax machines 
• Transmission or transit breaches such as sending an email or text 

containing personal confidential data (PCD) to the wrong recipient 
• Inappropriate sharing 
• Illegitimate access 
• Inaccuracies 

 
6.1 Management – monitoring   
 
Once identified or notified and information security risk will be managed on a 
formal basis. 
All information risk incidents will be recorded in the Information Assets Risk 
Register Incident Form. (Appendix 2)  All incidents will be fully investigated.  
Documented action plans and processes will be in place to demonstrate 
effective management of the risks. If the incident is serious enough the 
Serious Incident Requiring Investigation (SIRI) algorithmic process will be 
invoked. Particularly serious incidents (Level 2 SIRI) will require the 
Information Commissioner’s Office to be informed and this will be done within 
24 hours of the incident occurring   
 



 

To promote information governance all health care organisations are required 
to have a Senior Information Risk Owner (SIRO) who will act as a champion 
for information risk and provide written evidence on the contents of the 
organisation’s Statement of Internal Controls in relation to information risk. 
The SIRO for HHS is the Medical Director. 
 
The Information assets risk register and all associated actions will be 
reviewed annually at least. 
 
6.2 Serious Incident Requiring Investigation (SIRI): Please refer to Appendix 3  
 
6.3 Reviewing and Improving 
 
Regular reviews of implemented information security arrangements will be 
undertaken at least annually so as to help identify and maintain areas of 
continuing best practice, or possible weakness that need improvement plans, 
as well as potential risks that may have arisen since the last review was 
completed. Besides reported information risk incidents, reviews will also 
include results of independent reviews (if any), and trends related to threats 
and vulnerabilities. The frequency and scope of information security reviews 
will be at least annually. 

 
6.4 Training:  
 
Staff training will include annual completion of online mandatory and 
other appropriate modules within the HSCIC information Governance 
training toolkit 
 
 
 
 
 
 
 
 



 

Appendix 1 
 
Risk Assessment colour coded chart 

Risk Assessment colour coded chart  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

Appendix 2 
 Information Assets Risk Register Incident Reporting Form  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
 
Appendix 3 
 
Ref:  Checklist Guidance for Reporting, Managing and Investigating 
Information Governance and Cyber Security Serious Incidents Requiring 
Investigation.  
 V5.1 – 29th May 2015 
https://www.igt.hscic.gov.uk/resources/HSCIC%20SIRI%20Reporting%20and
%20Checklist%20Guidance.pdf 
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SECTION 7 Humanitas Healthcare Services Record Management Policy 
and Strategy 
 
7.1 Introduction 
 
Records management is the process by which an organisation manages all 
aspects of records whether internally or externally generated and in any 
format or media type, from their creation, all the way through to their lifecycle 
to their eventual disposal. 
The Records Management: NHS Code of Practice has been published by the 
Department of Health as a guide to the required standards of practice in the 
management of records for those who work within or under contract to the 
NHS organisations in England. It is based on current legal requirements and 
professional best practice. 
HHS believes that a records management policy that defines a clarity of vision 
will through implementation deliver a number of organisational benefits which 
will include 

•  Improved quality of service delivery all round 
•  Improved control of valuable information assets 
•  Compliance with legislation and standards 
•  Reduced costs 
•  Better use of physical and electronic digital space 
•  More efficient use of staff time 
 

 
7.2 Aim 
The central aim of the Records Management Policy is to ensure that all 
records are managed effectively and securely in accordance with legal, 
operational and information needs. 
 To this end the policy seeks to realise the following ten objectives 

• Availability – records should be available when needed 
• Accessibility – records are accessible with use of clear version control 

process to enable identification of the most up to date version of any 
documents and easy distinction between drafts and approved final 
versions 

• The context of the record is clear in terms of creation, subsequent 
modifications, and relation to other records 

• Demonstrable Integrity, authenticity and reliability  
• Robust tracking and transportation procedures with clear audit trails of 

movements of records, appropriate security arrangements and with a 
view to ensuring original health records remain held within the 
organisation 

• Record quality can be permanently maintained over time especially in 
terms of availability, accessibility and integrity 

• Records are secured against unauthorised or inadvertent alteration or 
erasure by ensuring access and disclosure are properly controlled, and 
audit trails track all use and changes  

• Records are retained and disposed of appropriately with regard to 
available guidance such as the NHS Code of Practice on Records 



 

Management 
• That legal requirement relating to appraisal, retention, archiving are 

met with regard to Place of deposit and National Archives approval 
• Clear outlining of responsibilities of staff for record keeping and 

management 
• Regular review and updating so as to ensure the policy reflects the 

current situation and needs of HHS  
 

 
 
 
 
 
 
 
 
 
 
7.3 Scope 
 
HHS records management policy relates to all clinical and non-clinical 
operational records which include 
 

• All patient health records 
• All administrative records (for example personnel, financial and 

accounting records, notes associated with complaints) 
 
 

SECTION 8 Records Managment Strategy 
 
8.1 HHS is aware that effective records management necessitates the 
adoption of a systematic and planned approach that applies throughout the 
lifecycle of a record from creation, use and maintenance to disposal. It 
focuses on four critical components  
 

• Management and Culture 
• Technology and Systems 
• Process and Practice 
• People and skills 

 
8.2 Our approach sits within the Records Management Roadmap Framework 
(2009) and as such has the following characteristics 
 

• Clear responsibilities assigned to key roles (Medical and Nursing 
Directors) 

• Clarity of vision conveyed by Policy and Strategy documents 
• Robust governance mechanisms to ensure accountability for key roles 

with clear and managed links to other elements of the information 
governance work programme 

• Regular programmes of audit of compliance with records management 



 

standards 
• Templates for the deployment of technologies and supporting 

processes 
• Appropriate education and training on both “how to” and “why” 

 
 
8.3 The central aim of HHS’ record management strategy is to be PAPER 
LIGHT and this will inform information life cycle management going forward 
 

• Clinical records will be completed in accordance with Professional 
Codes of Practice on patient record keeping and based on the EMIS 
platform. Clinicians will, inter alia, be required to remember that if 
something is not recorded then it has not happened 

• Under no circumstances will records be accessed for anyone not being 
provided care for 
 

• Records will be managed securely; for example personal information 
will not be left lying on desktops 

• If anyone wants access to their health records or records of a relative 
this will be according to reviewed guidelines 

• All records which are scanned will be done so in accordance with the 
requirements of BSI 10008 

• Tracking systems will be in place to track records from their base 
location 

• Records will be transmitted and/or transported securely according to 
recommended guidance  

• Records should be destroyed in accordance with the Department of 
Health’s Records Management Code of Practice Retention Schedule 

• All records containing confidential or personal identifiable data will be 
confidentially disposed off in accordance with legislative requirements 
and best practice including use of blue wheelie types waste bins, on a 
daily basis and not left on desk or in boxes for long periods. Cross 
shredders when used will result in waste being placed in blue bags 

• Electronic records will be deleted when no longer necessary in 
accordance with statutory requirements   
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